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Public Use Micro-data Samples (PUMS)
Pophous National Statistical Office

INTRODUCTION

Public Use Micro-data Samples (sometimes abbreviated as “PUMS”) provide researchers within and outside the Statistical Office micro-data to develop special tabulations for specific purposes
.  These purposes might include assessing the statistical relationship of items, tables that might not be part of the “regular” set of tabulations but that do not require small area or small group data, and other purposes. 

Traditionally, Statistical Offices did not release samples to the public because of fears of loss of respondent confidentiality, or possible errors remaining in the data set showing up when special tabulations are run.  But, in recent years, strict, precautionary measures make it possible to provide data sets from even relatively small countries.  

National Statistical Offices developing Public Use Micro-data Samples should take care to be certain that users not identify individuals in the released sample.  One method is to delete all of the geography from the sample, so the NSO releases only the countrywide sample. While some researchers will be able to use a data set like this, other users will want to develop tabulations allowing for comparisons between Major Civil Divisions, Minor Civil Divisions, and even lower level geography. For this purpose, the statisticians in the Statistical Office will need to develop methods of determining the lowest level of geography acceptable to the users that still maintains confidentiality within the data set.

Errors remaining in the data set also are problematic. Usually, the published tabulations do not cross the item for relationship with age. However, suppose a user makes this cross-tabulation and find 5–year old parents or 85-year old children because the Statistical Office did not include this consistency check in its set of tables.  The users may question the quality of the whole data set. Hence, when a statistical office knows that it will be releasing a PUMS, the subject–matter specialists and programmers must make sure that the data are fully edited, as much as possible.

Further, the Statistical Office should determine the appropriate size of the Public Use Micro-data Sets for release.  ALL countries should create and distribute PUMS unless they have extremely small populations, and even then, agencies like the University of Minnesota’s IPUMS project have developed methods of creating fully anonymous individuals and housing units, and obscuring geography and “topping” or “bottoming” off individual items.  

The statistical office must be prepared to protect confidentiality by “topping off” certain items, that is, disguising some variables upper or lower entries to make sure that the one individual in the country making more than $1 billion or a single housing unit with 75 rooms isn’t identifiable.  

As another example, if a country has collected 20 different religions, but only 5 of them have more than 100 adherents in the sample, the other 15 codes would be changed to the “other religion” category for PUMS purposes; this method will maintain confidentiality without doing damage to the data set for most analyses.  

 As noted elsewhere, sensitive items, like tribe or religion, might be dropped from at least some of the files.  On the other hand, some files might actually be limited to those specific sensitive items, and a very few others, like age and sex for selected researchers. But other researchers, wanting cross-tabulations for other groups, would have to deal with the NSO directly.

So, when the data are prepared properly, and public relations are developed and implemented before release of the micro-data, the NSO can create a community of both satisfied and helpful users.  Researchers outside of the NSO can often assist in evaluating the quality of the census, particularly of certain, crucial items, elucidate relationships between variables (within the census and with surveys), and assist in preparing better censuses and surveys in the future.

The actual size of the population or number of housing units in the country will partially determine the size (in numbers and percentage) of the micro-data file.   Large countries can easily provide 1 and 5 percent samples of their data, and some may want to provide 10 percent samples.  

Finally, statistical agencies must consider making the names used to identify specific variables as user-friendly as possible.  Naming conventions must be simple and easy to use, both inside and outside the statistical agency if data is going to be released in the form on micro-data with additional processing capabilities.  Hence, it is important to determine appropriate names early on the process.  

This suggestion does not mean that computer programmers who like to use letter and number designations, like P05A-AGE for their variables during processing should not do that, but it does mean that subject matter specialists and other users should be able to refer to the variable for age as simple AGE without needing to use the rest of the designation the programmer might want to use.  For many of the newer computer packages, the variables and value sets are shown in alphabetical order, so easy access to the identifiers for variables is even more important.

Confidentiality

The trend towards increasing release of data at lower and lower levels of geography enables users to perform their tabulations rather than having to submit special requests to the NSO.  The availability of user-friendly tools and the release of unit records and summary databases into the public domain have made it possible for users, especially researchers, to run their own special tabulations. With this development, comes the risk of breach of confidentiality. 

For South Africa, for example, Principle 6 of the Fundamental Principles of Statistics requires that individuals’ information should be kept confidential irrespective of whether the individual is legal or natural. This requirement is further entrenched by the South Africa Statistics Act. 

So, for South Africa, the identifiers for the place of enumeration allow for revisiting the household. The enumerator might need to complete information omitted from the questionnaire from previous visits to the household. The household location identifiers are also used where the details of the household are verified as part of a quality assurance process. 

Since the post-enumeration survey can be one quality assurance process, the location identifiers provide a link between the questionnaires from the survey proper and the post-enumeration survey. The dwelling unit identifier should be excluded from the unit records that are disseminated. 

The most appropriate level of geography for dissemination of a census unit record is the suburb/village, even truer when a suburb/village is made up of 1 or more enumeration areas.  Some situations occur where even releasing unit record at suburb/village level remains a risk, especially for threats to security and prevalence of political instability/turmoil. In these cases an appropriate level of geographical dis-aggregation must consider the next/defined secure administrative regions, such as provinces, district or towns (urban and non-urban). An additional consideration is how to handle areas that have a high number of personnel related to the national security like police and soldiers in barracks.  

So, no tabulation should ever compromise the confidentiality of personal information. For South Africa, again, place of enumeration, nature of industry of employer, and occupation of individual are the variables used to ensure unit-record and summary-database confidentiality.

Continuing with issues of confidentiality, some users need data for small areas or small groups, data not available from the PUMS.  Users needing a combination of data items not in the tabulation plan should make a special request to the NSO.  The “user enquiries unit” would then produce the tabulations and sends them to the user.  

The NSO could either charge for the service or not, depending its rules. If the cost is too high, the user may want to modify the request.  Considerable time, expertise, and funding may be needed for individual user requests, so the NSO must decide on appropriate procedures and payments.    

All countries must take every precaution to protect the confidentiality of all collected data in the census.  Sometimes, in efforts to protect confidentiality, however, census officials go too far the other direction, suppressing non-confidential data at the expense of information that would not disclose confidentiality.  These data might be useful for planning and policy formation.

Disclosure limitation is the process used to protect confidentiality of data.  Disclosure of data occurs when someone can use published statistical information to identify an individual who provided information under a pledge of confidentiality.  An NSO uses disclosure limitation procedures to modify and remove characteristics that put confidential information at risk of disclosure.  When it may appear that a table shows information about a specific individual, the NSO would take steps to disguise the original data while making sure the results are still useful.  The techniques used by the NSO to protect confidentiality in tabulations will vary depending on the type of data.

So, in order to maintain the confidentiality promised respondents and required by a country’s laws, many NSOs take precautions to make sure that their published data do not disclose information about particular individuals and hits.  To accomplish this, they suppress data for characteristics based on a small number of persons and/or housing units in the geographic area.  Under certain conditions, both primary and complementary suppression may take place.
Suppression

The general rules of primary suppression would be: counts of total persons are never suppressed; characteristics for persons are shown only if there are a prescribed number of persons (or more) in a geographic area; counts of total housing units, vacant housing units, year-round units, and occupied housing units would never be suppressed; characteristics of year-round housing units which are not classed by occupancy status would be shown only where some prescribed number of occupied housing units are within the geographic area; and distributions of data for owners or renters, for example, are shown only where the number of owners is at least some prescribed number or the number of renters is also at least that prescribed number.  These primary suppression criteria are applied independently of one another.
Complementary Suppression

Complementary suppression is applied to prevent the derivation of primary suppressed data by subtraction.  Complementary suppression is used when primary suppression might not be sufficient – that is, if a single cell in a series is suppressed because of its size, the value could still be obtained by subtraction.  Hence, through complementary suppression at least one other cell is also suppressed.  

It is important to note that even a second suppressed cell might not be sufficient if the two values could be obtained because they are in the same row or column.  The U.S. Census Bureau and other agencies have developed sophisticated methods both of identifying the cells needing primary suppression, and those needing complementary suppression when primary suppression occurs only for selected cells.
Data Swapping.

Data swapping is a method of disclosure limitation designed to protect confidentiality in tables of frequency data (the number or percentage of the population with certain characteristics).  Data swapping is done by editing the source data or exchanging records for a sample of cases when creating a table.  

A sample of households is selected and matched on a set of selected key variables with households in neighboring geographic areas that have similar characteristics (such as the same number of adults and the same number of children).  Because the swap often occurs within a neighboring area, there is little or no effect on the marginal totals for the area or for totals that include data from multiple areas.  Because of data swapping, users should not assume that tables with cells having a value of 1 or 2 reveal information about specific individuals.  
Random digit attribution.

Some countries now do another, more advanced operation, and change final digits in cells of tables in an effort at nondisclosure.  In this procedure, after the tables are created, a program changes final digits in a systemic way to protect confidentiality.  In this case, only the statistical office has the original tables.  The tables released to the public have random last digits in the cells, and because they are random, columns do not necessarily add to the column sum (which also has a random last digit) and rows do not add to the row sum (also with a last random digit.)  An example of part of a table from this procedure appears below:
MARITAL STATUS

     Males 15 years and over . . .   23,910 21,155

Never married. . . . . . . . . . .    9,035  8,005

Now married. . . . . . . . . . . .   13,815 12,255

Separated. . . . . . . . . . . . .      450    380

Widowed. . . . . . . . . . . . . .      240    195

Divorced . . . . . . . . . . . . .      365    315

     Females 15 years and over . .   29,725 27,635

Never married. . . . . . . . . . .   13,425 12,575

Now married. . . . . . . . . . . .   14,410 13,420

Separated. . . . . . . . . . . . .      465    385

Widowed. . . . . . . . . . . . . .      880    765

Divorced . . . . . . . . . . . . .      545    495

--------------------------------------------------

Source: Pophous 2010 Census of Population and Housing

A Real Life Example
The University of Minnesota IPUMS project uses protocols developed by Thorogood in 1999.  These include:

(1) Restrict access to samples. Countries developing public use micro-data sets (PUMS should restrict release to legitimate users.  Of course, the definition of “legitimate” user will depend on the country’s laws and conventions.  Some countries, like the United States, take elaborate precautions to protect confidentiality of the data, and so release samples of their data to anyone who wants to pay for them.  Other countries do not have the financial and human resources to produce a data set with complete protection (including supplementary suppression, for example), and must, therefore, limit release of micro-data sets to known users.  In any case, all recipients of micro-data should be recorded, and copies of products from the use of the micro-data should be provided to the National Statistical Office as part of the contract for their use.  
(2) Limit geographical detail.  Since countries are of such varying population sizes and differing geographical hierarchies, the number and size of the Major and Minor Civil Divisions can restrict or open up possibilities for levels of display. The crucial determining factor is the smallest geographical constituent part – if one Major Civil Division is much smaller than the others, it might have to be combined with another one for purposes of release of micro-data to be sure that no individuals or groups of individuals could be exposed to lack of complete confidentiality.  Similarly, even if all Major Civil Divisions have large enough populations, one or more Minor Civil Divisions might be too small to be included by itself in the distribution of micro-data.  
(3) Recode sparse categories.  Sparse categories must be suppressed to be sure that confidentiality is maintained.  Each country must decide what number (or percentage) for a specific category is acceptable, and then have the programmers modify the released file appropriately.  Certain items are more sensitive than others.  Individual ages should be maintained since users make so many cross-tabulations by age.  But, small religious sects or tribes or ethnic groups should not be maintained in the micro-data for public use.  Users wanting data for small groups (or small areas) should work directly with the NSO to obtain them; the NSO can then use suppression or other methods to maintain confidentiality.  
(4) Truncate top and bottom codes.  The most obvious case for topping codes is for age since a country will have very few old people, and someone might be able to identify a particular old person in the micro-data.  So, most countries will top off the ages at 98 (with 99 maintained for unknown in cases where imputation is not used for age).  But, even then, if a country has few individuals 90 years and over, a lower top age might be used.  In that case, the programmers would have to “lump” everyone older into the top category.  Similarly, a house might have 20 rooms, but that house would be readily identified in the micro-data, and so precautions must be taken to be sure that the house could not be identified in the micro-data.
(5) Construct age from birth date, if necessary.   Birth date is usually collected as month, day, and year, although some countries, like the United States, only collect month or quarter and year.  When all three items are collected, individuals in some countries can be identified when others know the person’s birth date.  Hence, IPUMS recommends that birth date be converted to age if age does not already appear in the data set.  The calculation would be: AGE = DY/MN/YR of enumeration – DY/MN/YR of birth.  Then, age would be saved on the record.  It is important to note that the birth date on the original file should not be removed.  Birthdates are important in obtaining exact ages for certain events, like exact age at birth of last child – exact ages on the file could skew ages determined by the date of the last birth for females since babies and mothers could vary by almost 2 years in some cases. 
(6) Suppress date of birth, precise place of birth.  Dates of birth are suppressed so that no would know the exact date of birth for persons of certain ages.  Similarly, detailed place of birth could “expose” an individual for places with small numbers of births.
(7) Migration: timing/place not identified in detail.  Similarly, migration timing and place of previous of residence or residence at a specific time in the past should not be too specific.  Although point to point migration is important in tracking migration trends, usually these trends are only compiled at higher levels of geography – Major Civil Division, or in some cases, Minor Civil Division.  Hence, lower level geography should be subsumed.
(8) Identify place of residence by Major Civil Division (population greater than 20K, 60K, 100K, 250K, 1 million – i.e., National conventions).   Places too small that might not protect confidentiality should not be included.  Again, the actual size of places will depend on the total population of the country as well as its constituent parts.  
(9) Suppress any sensitive variable requested by the National Statistical Office.  Each statistical office will have certain data that are too sensitive, even in the aggregate, to release.  So, data at the micro-level should definitely not contain items that might be problematic – like tribe or ethnic group or religion – would not be released on the public use micro-data set.
As illustration, University of Minnesota IPUMS project requested assistance in developing a PUMS for St. Lucia in the Caribbean, based on the following requirements, following the above model, using Technical Disclosure Controls for St. Lucia (based on Thorogood, 1999) :
1. Restrict access to samples:  10% (13,405 persons) 
2. Limit geographical detail (n<2,000): suppress region, district, town, settlement, enumeration district, school identification; retain urban-rural
3. Recode sparse categories (n<25)( “other”.

· Type of dwelling:  suppress townhouse, barracks
· Land occupation:  suppress sharecrop

· Type of ownership: suppress squatted, leased

· Type of roof:  suppress 5 categories

· Wall material:  suppress 5 categories

· Water supply:  suppress public well

· Type of lighting:  suppress gas

· Ethnic origin: suppress Chinese, Portuguese, Syrian-Lebanese

· Religion:  suppress 6 categories

· School, work  mode of transport:  bicycle

· Type of school:  technical institute, university

· Number of hours worked last week:  5 hour groups.  , 70+

· Pay period:  suppress quarterly, annually

· Occupation, industry, training code:  reduce from 4 digits to 1/2/3 

4. Top-bottom code

· Number of rooms:  10+

· Number of bedrooms:  7+

· Number of radios: 4+

· Number of TVs: 3+

· Number of videos: 2+

· Number of emigrants in dwelling: 2+

· Age:  81+

· Age at first child:  <= 14

· Age at first union: <=14, 41+

· Age at last child:  <=14, 45+ 

· Number of school subjects: <=3, >=7

· Income categories: 8+

5. Suppress: 

· date of birth, precise place of birth, type of work wanted
6. Migration:  timing/place not identified in detail 

· Country last lived:  suppress 37 categories

· Year of immigration:  <1948
7. Identify place of residence by major civil division (pop>20k, 60k, 100k, 250k, 1 million—i.e., national convention)

· all suppressed
8. Suppress any sensitive variable requested by NSI:  

· none (as yet) 

So, items 1 and 2 above are self-explanatory.  Then, in implementing item 3, Implementing IPUMS technical protocols using CSPro.  

For “Type of dwelling:  suppress townhouse, barracks”, the CSPro code would be:

If DWELL = 4 or DWELL = 7 then impute (DWELL,8) ; endif ;

And for “Land occupation:  suppress sharecrop”, the CSPro code is:
If LAND = 5 then impute (LAND,8) ; endif ;

Some of the others appear as :

If OWNER = 2 or OWNER = 5 then impute (OWNER,7) ; endif ;

If ROOF in 3 :7 then impute (ROOF,8); endif ;

If WALL in 4 :8 then impute (WALL,8) ; endif ;

If WATER = 6 then impute (WATER,7) ; endif ;

If LIGHT = 1 then impute (LIGHT,4) ; endif ;

Item 4 is for Top-bottom coding.  Several of the questionnaire variables need topping off.  Among these are rooms, bedrooms, radios, and televisions.  The CSPro codeing for these is : 
If ROOMS > 10 then impute (ROOMS,10) ; endif ;

If BEDROOMS > 7 then impute (BEDROOMS,7) ; endif ;

If RADIOS > 4 then impute (RADIOS,4) ; endif ;

If TV > 3 then impute (TV,3) ; endif ;

And, a few of the Sample Population variable CSPro edits for PUMS development were:
If RACE in 4 :6 then impute (RACE,9) ; endif ;
If RELIGION in 3,6,7,9,11,13,14 then impute (RELIGION,16) ; endif ;

If not BIRTHPLACE in 3,9,15,27,38,41,100 then impute (BIRTHPLACE,99) ; endif ;

The CSPro program also covered items 5 to 8 in the IPUMS list above.

Finally, when the 10 percent sample is drawn (based on IPUMS dictates about first and subsequent sequence), the age and sex distributions of the original and samples data can be compared, as seen below.  The compiled dats show similar trends, and therefore, can be used for research and, at the national level, reutls for use in planning and policy formation.
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22.1 20.5 21.3 21.7 20.5 21.1 Median

1,050 570 1,620 1,095 629 1,724 80 _ 84 years

880 690 1,570 857 755 1,612 75 _ 79 years

1,430 1,070 2,500 1,266 1,048 2,314 70 _ 74 years

1,650 1,460 3,110 1,717 1,324 3,041 65 _ 69 years

1,690 1,450 3,140 1,678 1,402 3,080 60 _ 64 years

1,910 1,350 3,260 1,796 1,473 3,269 55 _ 59 years

2,270 1,880 4,150 2,014 1,701 3,715 50 _ 54 years

2,200 2,330 4,530 2,367 2,311 4,678 45 _ 49 years

2,970 2,820 5,790 2,906 2,719 5,625 40 _ 44 years

3,930 3,370 7,300 3,642 3,419 7,061 35 _ 39 years

4,760 4,370 9,130 4,784 4,209 8,993 30 _ 34 years

5,970 5,450 11,420 5,923 5,579 11,502 25 _ 29 years

6,690 6,360 13,050 6,579 6,375 12,954 20 _ 24 years

7,520 7,460 14,980 7,477 7,291 14,768 15 _ 19 years

7,450 7,610 15,060 7,977 8,068 16,045 10 _ 14 years

9,060 8,870 17,930 8,677 8,573 17,250 5 _ 9 years

7,690 7,940 15,630 7,908 7,769 15,677 0 _ 4 years

69,120 65,050 134,170 68,663 64,645 133,308 Total

female male Total female male Total Age Group

Sample Census

Table 1. Comparison of Age and Sex Distributions, Census and Sample: St. Lucia, 

1991
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Discussion and Conclusions

Until the advent of computer, countries processed data by hand, and the only available results to be used for planning and analysis were those in printed reports.  As main-frame computers came on the scene, more and more countries kept copies of the micro-data for continue research and compilations for users.  Then, with personal computers and laptops, samples of micro-data could be used for current census analysis – at the national level and at lower geographic levels, as well as for studying trends across censuses.
But, in developing samples, countries must balance the amount of information to provide users with the need to protect privacy and confidentiality.  As noted in the text, considerable precautions are needed to continue the integrity of the data set (as well as the integrity of the National Statistical Office.)  Fortunately, the methods described in the text provide a sample data set that countries can distribute to users and use for their own research and user requests.






� Several organizations are providing archiving of these PUMS.  Two in the United States are (1) the University of Pennsylvania’s Africa Census Project and (2) the University of Minnesota’s IPUMS project.  The latter provides ready access to anonymized data sets for researchers; the micro-data allow for testing various hypotheses with measures of statistical reliability. 
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